Agent authorization reference architecture
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TOOL ADAPTER + PEP

mandatory per-call enforcement

Authenticate agent; verify
Catalog tool; resolve

action + resource + side effect
Canonicalize params; hash

Ask PDP; bind approval

Broker grant; call target;

DENY / ERROR = no downstream call
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RESOURCE SERVER

Target API

SaaS -« database * queue
validates native permission
executes exact operation
returns target request ID
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Target logs

authoritative state / result
correlate request ID
unknown # success

PEP — target boundary

REVOCATION + RECONCILIATION

disable agent/task; revoke grants where supported

invalidate future PEP decisions; compare target logs

COVERAGE INVARIANT No direct agent credential or alternate target route may bypass the PEP; otherwise enforcement is partial.




